MOUNT

KELLY Safeguarding Bulletin

Boarding and Day School
Boys and Girls, Aged 4-18

ISSUE 30

Mount Kelly’s Safeguarding Bulletin aims to provide parents and carers with the information needed to
have informed and age-appropriate conversations with their children about potential risks and issues in
the wider world and online. This week’s bulletin is on the topic of setting family rules and parental
controls for use of devices.

Most modern-day families probably use a multitude of devices at home. Sometimes, such devices are used
more often by the children of the household, with many smartphones, laptops, consoles and the like being
exclusively enjoyed by the younger members of the family. However, between the online safety risks that
come with this technology and the physical, emotional and mental impacts of overuse, it can be a good
idea to set some ground rules for the sake of children’s wellbeing.

Agreeing rules around the use of tech in the home can sometimes pose a challenge, and it can be difficult
to know what's reasonable, what might be a step too far, and what doesn’t go far enough. The first of this
week’s #WakeUpWednesday guides offers families advice on how to successfully think up and enforce
rules for using devices.

In terms of setting up the devices, it’s vitally important that parents and educators know how to keep
young people protected while using them. Between targeted adverts, age-inappropriate content, and
other online safety concerns, it can sometimes feel overwhelming to keep on top of.

Parental controls, present on most devices and several apps, can make this job significantly easier —but a
certain amount of knowledge is required to use them effectively. The second of our #WakeUpWednesday
guides will provide you with the information you need to activate and maintain parental controls on
children and young people’s devices.




At The National College, our WakeUpWednesday guides empower and equip parents, carers and educators with the confidence and practical skills to be able to have informed and age-appropriate
conversations with children about online safety, mental health and wellbeing, and climate change. Formerly delivered by National Online Safety, these guides now address wider topics and themes.
For further guides, hints and tips, please visit nationalcollege.com.
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CREATING FAMILY RULES
EOR\USING/DEVICES

family rules agreed on with chlldren can promote the safe, responsible use of devices like tablets, smartphones, P& ¥
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¢ PROTECT PERSONAL
INFO - @

Discuss and demonstrate the importance ouu
of protecting your personal information. \ZI
Talk about what details you share online and
who with. Use parental controls to block children
from connecting with strangers, so that any
information they do share is among their real
friends. Ask a child’s permission before posting
any photos of them on social media, as this
demonstrates positive online behaviour that
they should learn and remember
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7 BE RESPECTFUL

Coann iy Highlight the importance of showing respect to

/»‘74,., DTSSR others when using technology. Encourage
4 children to speak kindly to others online — such

as on social media, when playing multiplayer
games or in group chats (which can often lend
themselves to teasing behaviour). Explain that if
they aren’t treating others considerately, they
might be made to stay away from their devices
for a while.

Collaborating with children when setting rules
around the use of technology is a valuable task
that can encourage them to take more
ownership. It's important to make rules which
reflect your family and are age appropriate.
Think about what you all enjoy doing online and
what apps, games or devices children use most
frequently.
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AGREE TIME LIMITS
AND SUITABLE TIMES

Be realistic when setting screen time @5
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limits. These can vary dependingon the ‘¢
child’s age, whether it’s a weekday or
weekend, and what they're actually doing
online. If they're conducting research for
homework, that might require more time than if V
they were playing games. Consider when screen
time begins: does it come after chores and
homework? Agree times when technology and
phones must be put away.

ENCOURAGE ; ;
HONESTY

Family rules ensure that everyone can have fun
with their devices and be safe while doing so.
Nonetheless, children may make mistakes as
they learn to navigate the online world.
Emphasise that if they ever feel worried, unsafe
or upset about something they've done, sent,
said or received, they should tell you immediately
so you can help them resolve the problem.
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4 CHARGING AND
OVERNIGHT STORAGE

To ensure children get the downtime
they need overnight, it's important that
devices - especially smartphones - are kept in
acommon space, where possible. This reduces
the chance of pointless late-night scrolling or
sleep being disturbed by calls, messages or
notifications. There are charging boxes you can
purchase, or all gadgets could be charged in the
kitchen overnight to avoid distractions.
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g REVIEW RULES
REGULARLY

Anything you agree on isn’t set in stone. These
rules will likely alter as children get older and the
way they use technology changes. Take time to
review these as a family; discuss what's
working, and what isn’t. Communication is key —
so by doing this, you involve the child in their
own online safety while promoting an open

dialogue.
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8 “NO TECH” ZONES

Designating spaces in the house where
technology isn‘t allowed (for example:
bedrooms, bathrooms and at the dinner
table) lets you keep an eye on what children are
viewing and who they're communicating with. It
gives you some quality, screen-free time with
them, too. It also helps reduce any impulses to
potentially engage with inappropriate content,
as they're unlikely to do so in a common space
within the home.
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CONSEQUENCES “

As a family, discuss why the rules are important:
to balance their screentime, to ensure everyone
enjoys gaming or interacting online, and that
they are safe when doing so. Therefore, if these
rules are broken, there has to be a consequence.
Discuss what would be fair for certain breaches
of the rules, as this can prevent a
disproportionate response in the future.
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To protect children from inappropriate content,
parents should have access to all passwords.
Parents should also make it clear that they will
check children’s devices, should they have any
concerns about their use. Emphasise that this

isn‘t due to a lack of trust butis an extra way of
keeping them safe.
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Dr Claire Sutherland is an online safety consultant at BCyberAware. She has y o
developed and implemented anti-bullying and cyber safety workshops and Il ) thlon0|
policies for schools in Australia and the UK. Claire has written various academic ! ' Co“e e®
papers and carried out research for the Australian government comparing 9

internet use and sexting behaviours of young people in the UK, USA and Australia.
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Users of this guide do so at their own discretion. No liability is entered into. Current as of the date of release: 31.07.2024



At The National College, our WakeUpWednesday guides empower and equip parents, carers and educators with the confidence and practical skills to be able to have informed and age-appropriate
conversations with children about online safety, mental health and wellbeing, and climate change. Formerly delivered by National Online Safety, these guides now address wider topics and themes.
For further guides, hints and tips, please visit nationalcollege.com.
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USING AND REVIEWING
PARENTAL CONTROLS

Phones and computers are essential parts of children’s lives, but with unfettered internet
access comes a multitude of risks. While not foolproof, parental controls can help with this;
filtering out inappropriate content, limiting the ability to spend real money, capping screen

time and generally making devices safer for young people.

1 KNOW THE TYPES

While parental control software can apply
to an entire device, it also pays to know about
options on individual apps and websites. TikTok,
for example, has Restricted Mode for limiting
unsuitable videos, while Shapchat lets you keep
an eye on who a child has been talking to. Check
the settings of any new app young users want
and review your options.
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2 COVER ALL DEVICES

Knowing what parental controls cover is
crucial, as remaining unaware can run the risk
of 'blind spots' in the device’s safety measures.
Controls on a phone will apply whenever a
child’s on that device, for instance - but you'll
want to ensure that parental controls are set up
across any laptops, tablets and potentially other
phones, too. Remember, buying a new device
may require you to set everything up again.
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DON'T NEGLECT
SHARED TECH

While children often have their own devices, if
you have a shared family computer or tablet, for
example, you'll need to make sure that’s not a
weak point in your safety measures. Parental
controls for your router, that cover everything
connected to your Wi-Fi, are one option — or you
can just be thorough with each device and
online account. Just ensure that unprotected
laptops, phones and tablets are password
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CONSIDER TIME
CONTROLS

Even safe internet content can be harmfulif it's
viewed in excess. Not only are certain apps
addictive enough to distract from other duties,
but late-night usage can badly disrupt sleep,
which is vital for adolescent brain development.
Most parental controls offer some kind of time
limit — either blocking access at certain hours or
capping the number of minutes it can be used
per day - so be sure to consider these.

S BLOCK APP SPENDING

Seemingly free apps can sometimes
include microtransactions: purchases that
can be made using real money. While plenty
of developers implement these fairly, some
companies attempt to manipulate children into
paying for additional features or content, which
can soon add up to hundreds of pounds if a child
gets carried away. Thankfully, iOS and Android’s
settings allow you to block in-app purchases,
preventing any huge bills.

Meet Our Expert

Alan Martin is an experienced technology journalist and the former deputy
editor of technology and internet culture website Alphr. Now freelance, he
has contributed articles to publications including the New Statesman,
CNET, the Evening Standard, Wired, Rock Paper Shotgun, Gizmodo, Pocket
Gamer, Stuff, T3, PC Pro, Macworld, TechRadar and Trusted Reviews.
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NO CONTROLS &
ARE PERFECT

Parental controls can be very useful, but they're
far from infallible. Some unpleasant content can
and unfortunately will slip through the net, so
remember that setting up these measures isn’'t
a substitute for taking an active interest in
young people’s digital lives. Talk to them, and
make sure they’re aware of the risks of the
internet as well as its benefits.
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T GAPS

There'll undoubtedly be some gaps in parental
controls, no matter how thorough you intend to
be. For example, if you use router-level parental
controls, bear in mind that these won’t cover
WiFi outside the home. For that reason, it’s
important to keep an open dialogue with
children about the many unpalatable aspects of
social media and the web.
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8 KEEP THINGS SECURE O

Some children can react poorly to parental
controls and feel tempted to circumvent them.
It’s important to ensure that the passwords to
these settings remain unknown to children,
otherwise they can easily modify the restrictions
without you knowing. Similarly, make sure your
phone isn’t left unlocked and unattended.
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RENIEW CONTROLS
REGULARLY

Parental controls shouldn’t be a ‘set and forget’
deal. Not only can parental summaries provide
you with a frequent overview of a child’s digital
life — to let you spot any warning signs — but
companies often add new features, and some of
these may be useful to enable (or disable).
Regularly checking in ensures that if a child has
found a way to wiggle out of the controls, you'll
be the first to know.
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KNOW WHEN TO
LET UP

The parental controls you installon a
computer for a seven-year-old probably
wouldn’t be appropriate for a child of 16 — and
as young people approach adulthood, bubble
wrapping the internet can do more harm than
good. Consider relaxing parental controls as
children get older, so they can learn to manage
the risks of the internet themselves, without so
many training wheels.
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